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MC(C/) Menua-cepsuc

HacTpownkn moayns:
- options.php

- default_option.php

B KOPHE Nanku moayns

e



MC(C/) Meaua-cepsuc

XpaHeHue (B)

e Tabnuua b_option

HOocTyn - knacc BitrixX\Main\Config\Option
e get($moduleld, $name, $default = "", $siteld = false)

e set($moduleld, $name, $value = "", $siteld = false)

e delete($moduleld, $filter = array())

$filter - kmouM name M site id (cTporoe coOOTBETCTBUE)

Y
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Ucnonb3yunte default _option.php!

[NMo3BonseTr XpaHNTb HaCTpOVIKM no ymosrn4vaHu B OAHOM MeCTE U J1Erko UX

N3IMEHATb

BmecTo

Option::get("some_module", "some param", 128);

NCMosib3ynTe

Option::get("some module", "some_param"); // + default option.php

Y



<?

use Bitrix\Main\Localization\Loc;

Loc::loadMessages(__FILE );

—'$bitrix_map_default_option = array(

"def_map_height" => 559,
"def_bar_height" => 9,
"def_plate_height" => 70,
"item_time" => 300,
"list_time" => 600,
"response_time" => 10000,
"load_time" => 500,
"without_map" => "N",
"route_type_yandex_driving" => "Y",
"route_type_google_driving" => "Y",
"route_type_google_walking" => "Y",
"route_type_google_transit" => "N",
"route_type_google_bycicle" => "N",

"different_int_settings" => "N",

"cluster_grid_size_desktop" => 64,
"cluster_grid_size_mobile" => 64,
"cluster_color_desktop" => "#fff",
"cluster_color_mobile" => "#fff",

"int_collapsePanel" => Loc::getMessage("BX_MAP_INT_COLLAPSEPANEL_DEF"),
"int_categoriesTitle" => Loc::getMessage("BX_MAP_INT_CATEGORIESTITLE_DEF"),
"int_clearField" => Loc::getMessage("BX_MAP_INT_CLEARFIELD_DEF"),
"int_placeHolder" => Loc::getMessage("BX_MAP_INT_PLACEHOLDER_DEF"),
"int_refreshMarkers" => Loc::getMessage("BX_MAP_INT_REFRESHMARKERS_DEF"),
"int_clearCategories" => Loc::getMessage("BX_MAP_INT_CLEARCATEGORIES_DEF"),
"int_closelList" => Loc::getMessage("BX_MAP_INT_CLOSELIST_DEF"),
"int_showList" => Loc::getMessage("BX_MAP_INT_SHOWLIST_DEF"),

"int_back" => Loc::getMessage("BX_MAP_INT_BACK_DEF"),

"int_showMarker" => Loc::getMessage("BX_MAP_INT_SHOWMARKER_DEF"),



MC(C/) Meaua-cepsuc

Co3aaHuve hopmMbl C HACTPOUKaAMM

__AdmSettingsDrawList($module_id, $arAllOptions);

$arAllOptions npeactaBnsieT cobom Maccus, ANIEMEHTbI KOTOPOro MOryT ObIThb

cnenyoLlero Bnaa:
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3arosfioBOK
$arAllOptions[] = "Pa3gen HacTpoek";
HacTpoika napameTpos Moayns v

Pasgen HacrTpoek

Coxpannts Copocurs Mo ymon4anuo ) |
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BnokK TekcTa

$arAllOptions[] = array('note' => "MosAcHawwuhi TekcT");

HacTpoiika napameTpos MOAYNSA v
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KoHTponbl

text 1 password

array('param_name', "MapameTp:", '', array('text', 20));

array('param_name', "MapameTp:", '3HayeHue', array('text',

$arAllOptions|[]
$arAllOptions|[]
20), "', 'TekcT');

$arAllOptions[] = array('param_name', "MapameTp (Tonbko 4TeHue):", '',
array('text', 20), 'Y');

$arAllOptions[] = array('param_name', "MapameTp (maponb):", '111111',
array('password', 20));

HacTpoiika napameTpos MoAayns v

Mapamerp

MNapamerp "®" T  aHavewne

MapameTtp (TONbKD YTeHHE)

MNapasmerp (Napone)  sseses

Y
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KoHTponbl

checkbox

$arAllOptions]|] , array('checkbox", s
"onclick="""));
$arAllOptions]|]

'Y');

array('param_name', "MapameTp:",

array('param_name', "MapameTp:", , array('checkbox'),

HacTpoika napaMeTpoB MOAYN| v

Napamerp: )

Mapamerp
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KoHTponbl

selectbox u multiselectbox

$arAllOptions[] = array('param_name', "MapameTp:", 'val2', array('selectbox’,
array("vall" => "3HauyeHue 1", "val2" => "3HadeHue 2", "val3" => "3HayeHue

3")));

$arAllOptions[] = array('param_name', "MapameTp:", 'val2',
array('multiselectbox', array("vall" => "3HadeHue 1", "val2" => "3HadeHue 2",
"val3" => "3Hauenne 3")), 'Y');

HacTpoiika napameTpoB Moayns v

Napamerp | Jwauewne 2 El

Mapameatp




MC(C/) Meaua-cepsuc

KoHTponbl

textarea

$arAllOptions[] = array('param_name', "MNapameTp:", 'TeKCT TeKCT TeKCT TekcCT',
array('textarea', 10, 50));

HacTpoiika napameTpoe Moayns

Mapamerp

TeKCT TeKCT TeXCT TeKCT
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KoHTponbl

statictext u statichtml
$arAllOptions[] = array('', "MapameTp:", 'TekCcT TekCT TeKkcT <b>TekcT</b>"',
array('statictext'));

$arAllOptions[] = array('', "MapameTp:", 'Html <span
style="color:green;"><b>html</b></span> html html', array('statichtml'));

HacTpoiika napameTpos MOAYNA v

Mapamerp: Tekcr Tekcr Tekcr <b>texcr</b>

Napamerp: Html html html html
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Npumep
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MapameTpbl

$moduleOptions["auth"][] = array('auth_login',
Loc: :getMessage('1C ESD AUTH AUTH LOGIN'), '', array('text', 30));

$moduleOptions["auth”][] = array('auth password',
Loc: :getMessage('1C ESD AUTH AUTH PASSWORD'), '', array('password', 30));

/] ..

$moduleOptions[“catalog"][] = array('catalog sync url',
Loc: :getMessage('1C ESD CATALOG SYNC URL"), "', array('text', 50));

$moduleOptions["catalog"][] = Loc::getMessage('1C ESD CATALOG TITLE");
$moduleOptions[“catalog"][] = array('catalog iblock"',

Loc: :getMessage('1C_ESD_CATALOG_IBLOCK"), '', array('selectbox"',
$cataloglList));

$moduleOptions["catalog"][] = array('catalog section’,

Loc: :getMessage('1C ESD CATALOG SECTION'), '', array('selectbox',
$sectionList));

Y
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Bknagku

$aTabs = array(
array(
"DIV" => "auth",
"TAB" => Loc::getMessage('1C_ESD AUTH _TAB TITLE'),
"TITLE" => Loc::getMessage('1C ESD AUTH TAB TITLE DESC'),
"OPTIONS" => $moduleOptions["auth"],

)>
)5
if (Option::get($moduleld, "auth code") != "")
{
$aTabs[] = array(
"DIV" => "catalog",
"TAB" => Loc::getMessage('1C_ESD CATALOG TAB TITLE'),
"TITLE" => Loc::getMessage('1C ESD CATALOG TAB TITLE DESC'"),
"OPTIONS" => $moduleOptions["catalog"],
)
}

Y
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BbiBOAO HacTpoek

<?$tabControl = new CAdminTabControl('tabControl', $aTabs);?>
<form method='post' action=""' name='esdshop' id='esdshop' autocomplete="off">
<? $tabControl->Begin();

foreach ($aTabs as $aTab)

{
$tabControl->BeginNextTab();
__AdmSettingsDrawList($moduleId, $aTab[ 'OPTIONS']);
}
?>

<?$tabControl->Buttons();?>

<input type="submit" class="adm-btn-save" name="save" <?if ($moduleRights<'W")
echo "disabled" ?> value="<?echo Loc::getMessage('MAIN SAVE')?>">

<input type="reset" name="reset" value="<?echo Loc::getMessage( 'MAIN CANCEL"')?>">
<input type="button" <?if ($moduleRights<'W') echo "disabled" ?> title="<?echo
Loc: :getMessage( 'MAIN_HINT_RESTORE_DEFAULTS')?>" id="restore_defaults" value="<?
echo Loc::getMessage('MAIN_RESTORE_DEFAULTS')?>">

<input type="hidden" name="Update" value="Y">

<?= bitrix_sessid post(); ?>
<? $tabControl->End(); ?>

Y
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COpoc HacTpoek

if ($_SERVER[ 'REQUEST METHOD']=="GET' && $ REQUEST[ 'RestoreDefaults'] != ""
&& check bitrix_sessid())
{

Option::delete($moduleld);

$rsGroup = CGroup::GetList($vl="id',$v2="asc', array('ACTIVE' => "Y',
*ADMIN' => 'N'));

while($group = $rsGroup->Fetch())

{
$APPLICATION->DelGroupRight($modulelId, array($group['ID']));

}
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CoxpaHeHue HacTpoeK

if ($_SERVER['REQUEST METHOD'] == 'POST' && $ REQUEST['save'] != "" &&
check bitrix_sessid())
{
foreach ($aTabs as $aTab) {
__AdmSettingsSaveOptions($moduleId, $aTab[ 'OPTIONS']);

}

LocalRedirect($APPLICATION->GetCurPage() . '?lang=' . LANGUAGE_ID .
"&mid menu=1&mid="' . urlencode($moduleId) . '&tabControl active tab='
urlencode($ REQUEST[ 'tabControl active tab']) . '&sid='
urlencode($siteld));

}
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Cross Site Scripting (XSS)

Ucnonb3oBaHUe NOJIb30BaTE/IbCKMM NepPeMEHHbIX 6e3 06paboTKuU:

<a href="<?=$ REQUEST[ 'SOME_VAR']?>" class="1ink">Knuk</a>

Uoem no ccoisike:

http://some.site/some.page?SOME VAR=%22%3E%3Cscript%3Eprompt(/XSS/);
1%2501%3Cscript®h3C/script®3E

1PE(XSS/);1%2501 <script</script>
[ —

NoaTeepavuTe aeincTene Ha bus-rep.my ™

/XSS/
yna
2KA¢
OTrmMmeHa OK

YCNyrv 3ANMUCH HA NPHUEM ANA NAUMEHTA



http://some.site/some.page?SOME_VAR=%22%3E%3Cscript%3Eprompt(/XSS/);1%2501%3Cscript%3C/script%3E

MC(C/) Meaua-cepsuc

Cross Site Scripting (XSS)

Ucnonb3oBaHUe NOJIb30BaTE/IbCKMM NepPeMEHHbIX 6e3 06paboTKuU:

<a href="<?=$ REQUEST[ 'SOME_VAR']?>" class="1ink">Knuk</a>

Uoem no ccoisike:

http://some.site/some.page?SOME VAR=%22%3E%3Cscript%3Eprompt(/XSS/);
1%2501%3Cscript®h3C/script®3E

1PE(XSS/);1%2501 <script</script>
[ —

NoaTeepavuTe aeincTene Ha bus-rep.my ™

/XSS/
yna
2KA¢
OTrmMmeHa OK

YCNyrv 3ANMUCH HA NPHUEM ANA NAUMEHTA



http://some.site/some.page?SOME_VAR=%22%3E%3Cscript%3Eprompt(/XSS/);1%2501%3Cscript%3C/script%3E

MC(C/) Meaua-cepsuc

Cross Site Request Forgery (CSRF)

« OTCyTCTBME NPOBEPKU MCTOUYHMKA 3anpoca

- OTCyTCTBME NPOBEPKM MpaB Ha AeUCcTBUe

if (isset($ GET['del user'])) {
CUser::Delete($ GET[ 'del user']);
}

Uaem no ccoisike:

http://some.site/some.page?del user=1

http://some.site/some.page?del user=100



http://some.site/some.page?del_user=1
http://some.site/some.page?del_user=100

MC(C/) Meaua-cepsuc

PackpbiTne nytu

« NMy611M4YHO AOCTYNHBIM CKPUNT

« Ucnonb3syet agpo 1C-butpukc

Fatal error: Call to a member function Fetch() on boolean in /home/bla/bla/
bla/www/bitrix/modules/bitrix.module/classes/general/class.php on line 868

Hy>xHa npoBepKa B_PROLOG_INCLUDED:

if (!defined("B_PROLOG INCLUDED") || B_PROLOG_INCLUDED !== true)
die();
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Y10 noumTaTtb

- https://www.owasp.org - Open Web Application Security Project



https://www.owasp.org
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Bitrix mobile n komnoHeHT KapT
ANAg MOBUNBbHOIO NPUNOKEHUS

KoHCTaHTUH JInxaues
TexHnyecknm gupeKTop
Meana-Cepsuc



MC(C/) Mepua-cepsuc

LLlabnoH mobileapp u mobleapp_modern
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KoHcmaHmuH Jluxayes MC(/) Meava-cepsuc
Meodua-Cepsuc

Mockosckas, 252, ogp. 205

+7 (963) 000-555-0

likhachev@smedia.ru

Cnacmbo 3a BHUMaHue!
Bonpochoi?
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